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What’s in this guide?

Howdy! In this guide, you’ll find instructions on how to:
1. Enable and configure console access for the Expel SOC;

2. Enable Application Programing Interface (API) access for Expel;
= Enable Access for ‘Expel Azure Integration’ Enterprise Application

= Create Azure Application with minimal permissions footprint
3. Select subscription(s) for Expel to monitor;
4. Enable Azure resource logs;

5. Register Azure in Expel Workbench™.

Overview

This document will provide prerequisites and onboarding steps for Microsoft Azure Cloud (direct).

Prerequisites

1. Before getting started, make sure you have an Azure Active Directory (AD) admin on hand to grant
permissions.

2. Enabling Azure Defender is highly recommended by Expel to monitor Azure infrastructure. Azure
Defender can be enabled on a per resource basis, or for resource groups. The following Azure
Defender services are currently supported by Expel:

a. Azure Storage
b. Azure KeyVault

c. Azure Resource Manager
d. Azure App Service

Azure SQL Service

®

f.  Azure Cosmos DB Service

:
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Step 1 — Enable console access

Having read-only access to the interface of your technology allows Expel to dig deeper when performing incident
investigations. Our device health team uses this access to investigate potential health issues with your tech.

A. Sign into the Azure portal as a user who is assigned a limited administrator directory role or the Guest

Inviter role
B. Inthe navigation pane, select Azure Active Directory
C. Under Manage, select Users
D. Select New guest user
E. Onthe New user page, select Invite user, fill out the email address (expel_analyst@expel.io), and

optionally include a message
F. Under roles, add the role Global Reader role
G. Select Invite to automatically send the invitation to the guest user

H. After you send the invitation, the user account is automatically added to the directory as a guest

Step 2 — Enable Azure Enterprise Application

In order to integrate the technology with Expel, we need to create secure credentials to the API. There are two
options presented below for enabling APl access:

= Option 1 — Enable the Expel Azure Integration Enterprise Application within Azure

= Option 2 — Create a custom Azure Active Directory (AD) Application

In most cases, enabling the Enterprise Application is the recommended approach. However, because Enterprise
Application supports access for multiple Microsoft integrations (Sentinel, Log Analytics, etc.), it may be the case
that the permissions granted to the Enterprise Application are more than the minimum required for the Azure
integration specifically. The second option is offered for cases where the absolute minimum permissions are
required. In either case, the table below presents the required items that should be obtained during this step:

Item we need Description
Directory (tenant) ID This is a unique identifier for your Azure AD instance. Expel needs this information to
route our API requests to the right place.

Application (client) ID This is a unique identifier for the application you will create that grants Expel the
(Option 2 only) access it needs to your Azure instance.
Application (client) Secret | This is the API secret that allows Expel to authenticate as the created application to
(Option 2 only) your Azure instance.

Figure 1
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https://login.microsoftonline.com/organizations/oauth2/v2.0/authorize?client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&response_type=code%20id_token&scope=https%3A%2F%2Fmanagement.core.windows.net%2F%2Fuser_impersonation%20openid%20email%20profile&state=OpenIdConnect.AuthenticationProperties%3Du2fWUG_zWeeBvek-aO8KxsvtmUfmOv6fRd_S0TnMsxoZTCe2vIbueEj3MOjXfbyAwWFR5qToWB9p-XMhD0ALk8b2ln1AVh_EGrA7tJGiPE28DyJA8uxr-pzwvdbGqgU3Rg5_k0My1HBlwHGKOHGhIZNXEjbUiXOaUEzTzyFSpUqc2ubYZ91FWO6orXZFbXTH4O-GsrkgjR0waTQ9yU5-gWxtvK-h-zl9bMQZZPYiu43XYN_siIFjp70YWjbYYDB6ptcnSBElGtRLFhupeKYV-bl9fB-HvTkomv2ZW2U0loxQ8_7diHxuvriUzv3lx4sG3Wa0a3mTJ6vw3ftmjsVWIiGMCfPMx0VMdf9J-w1XjTPZbDERIonLHy5WIbZg0coWDGEG0qna3wR2T1-V_7VF_g&response_mode=form_post&nonce=637459940057798241.MmI3ODE3NjktZWU5Mi00YTY1LTgxY2QtYjc4ZjNlOGE1ZGNmMWIzOTBkMWItN2MwOC00YmFmLTg4MzQtMzA3YzNiNDVmMjEz&redirect_uri=https%3A%2F%2Fportal.azure.com%2Fsignin%2Findex%2F&site_id=501430&client-request-id=e86df537-e37a-4631-ad31-ac65a7a51b72&x-client-SKU=ID_NET45&x-client-ver=5.3.0.0
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Option 1 — Enable Azure Enterprise Application

A. As an Administrator, navigate to Expel's Admin Consent Page

B. Review and accept requested permissions

C. The ‘Expel Azure Integration” app should now show up under Enterprise Applications — review
properties and ensure that all permissions were properly granted

Option 2 — Create Custom Azure AD Application

A. As an Azure administrator, log in to the Azure Portal
B. Navigate to Azure Active Directory > App registrations and click +New registration

C. Fillin the application details. You can technically fill these in however you want, but we recommend the
following:

Name: Expel Cloud Service
Supported account types: Accounts in this organizational directory only (first option)

e o e e

Home > Expel | App registrations *

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Expel Cloud Service v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Expel only - Single tenant)

O Accounts in any erganizational directory (Any Azure AD directory - Multitenant)

O Accounts in any arganizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web A | | e.g. https//myapp.com/auth

By proceeding, you agree to the Micresoft Platform Policies =

Figure 2
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https://login.microsoftonline.com/common/oauth2/authorize?prompt=consent&client_id=5b465fa7-ab2e-4840-9e40-d471cdfcc903&response_type=code&sso_reload=true
https://login.microsoftonline.com/organizations/oauth2/v2.0/authorize?client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&response_type=code%20id_token&scope=https%3A%2F%2Fmanagement.core.windows.net%2F%2Fuser_impersonation%20openid%20email%20profile&state=OpenIdConnect.AuthenticationProperties%3DJGFT4ipzE329Yi0wpoyDIrv9eOepn_VvvPcWIxBcNdA_eEYCpZsrX10S8Fu_3QmDkwoscJCEgJzgygADBxRdVxO5xMhlAWEXIWDhalOKskaxdCUL2O3yfE69Ft1VpOgOeuK4Oc6Ukoyndm4e0I2lQQFKg73ghJ7z5wdZSeVzmdkgDykx_JVe74ELOwRXV0AIyFWPGjo95SIbkT4heyCgn3gsr54JIx1no3czpkL04Bx2C_UGs5LyHRw8srHcIp9iIptQHRmjevFDaaoVWYnWxdde-gcJ0s1MRwm5r436YqUFBokhosphjrPNENj18sBrlUoZAHQwtfxMyyRHruaHob3e7tJ48v8piIjfgczB0lXme6V0RFlHi--sjgHExHkXyCwByoLTeX-YUopjuUDC9Q&response_mode=form_post&nonce=637459945180688826.NTgxNTIzNjQtZDgwYS00NThiLWEzZTItYjg3N2Q5NDVkMGNiNjU5MTJmOWEtYjA5YS00OTk0LWIwMTktNzgwY2M5MzUwYzU1&redirect_uri=https%3A%2F%2Fportal.azure.com%2Fsignin%2Findex%2F&site_id=501430&client-request-id=e86df537-e37a-4631-ad31-ac65a7a51b72&x-client-SKU=ID_NET45&x-client-ver=5.3.0.0
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D. Once you've filled out the fields, click Register to create the new application

E. You should be navigated automatically to the settings page for the Expel Cloud Service app you just
created. If not, navigate to Azure Active Directory > App Registrations > View all applications (if you
don’t see the new app) > Expel Cloud Service

F. Make a note of the Application (client) ID and the Directory (tenant) ID for use in later steps

e e e

Home > Expel Lab | App registrations >

H Expel Cloud Service »

|;3 Search (Cmd+/) | # ]E[ Deleta @ Endpaints
Display name : Expel Cloud Service
i Overview Py
Application (client) ID § Bfz d
&4 Quickstart
Directory (tenant) ID % 4a al7?
- N .
# Integration assistant (preview) Object ID 81 757
Manaoe
Figure 3

G. Open API permissions. Click +Add a permission

= Microsoft Azure A Search resources, services, and docs (G+/)

Home * Expel Lab | App registrations >

- Expel Cloud Service | APl permissions =

|;5 Search (Cmd+/) | « 'f_) Refresh
i Overview
Configured permissions
&4 Quickstart
Applications are authorized to call APIs when they are granted permissions by users/admins as
;," Integration assistant (preview) all the permissions the application needs. Learn more about permissions and consent
Manage Grant admin consent for Expel Lab
.|

= Branding APl / Permissions name Type Description

2 Authentication  Microsoft Graph (1)

Certificates & secrets User.Read Delegated  Sign in and read user profile

' Token configuration

2= APl permissions

Figure 4
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H. Click on APIs my organization uses, type Log Analytics and select Log Analytics APl > Application
Permissions

Request AP| permissions X

Select an API

Microsoft APls  APIs my organization uses My APIs

Apps in your directory that expose APIs are shown below

I/’_) Log Analy‘ucs| l
Name Application (client) ID
Log Analytics API ca7f3f0b-7d91-482¢-8e09-c5d840d0eacs
Figure 5

|.  Search for Data.Read, select the permission and click Add permissions
J. You should be returned to the API permissions page for the application. Click +Add a permission

K. Click on APIs my organization uses, type Microsoft Graph and select Microsoft Graph > Application
Permissions

L. Search for SecurityEvents.Read.All, select the permission and click Add permissions

M. Once permissions have been assigned, click Grant admin consent and Yes on the confirmation popup:

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

P -
‘  Add a permission ‘ (‘ Grant admin consent for Expel Lab )
A= -4

API / Permissions name Type Description Admin consent req...  Status
~Log Analytics API (1)
Data Read Application Read Log Analytics data Yes A\ Not granted for Expel Lab =++

“Microsoft Graph (2)

Read.All Applicati Read your ization’s security events Yes A\ Not granted for Expel Lab ==+

User.Read Delegated  Sign in and read user profile

Figure 6

N. Navigate to Expel Cloud Service > Certificates & secrets to begin creating an API key (aka client
secret). To create a new key, click on +New client secret

O. Add a description for the secret (like ExpelAPI) and select Never for expiration. Click Add to create
the secretO.

:
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P. You will see a new secret (APl Key) appear under Client secrets. Copy the value and save it for later. It
will disappear when you navigate away from this screen:

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

+ New client secret |

DESCRIPTION EXPIRES VALUE
ExpelAP| 12/31/2299 o2 L]
Figure 7

Step 3 — Enable roles within Azure subscriptions

Some event sources within Azure require Role Based Access (RBAC) roles to be granted to the Azure AD
Application within each Azure subscription. These same RBAC roles granted to our Azure AD Application should
also be granted to the Expel user created in Step 71to allow Expel to investigate further into any alerts. This section
will walk through granting the Log Analytics Reader and Storage Blob Data Reader roles to both the Azure AD
Application from Step 2 and the Expel user from Step 1. For more information on these roles see the following:

= Storage Blob Data Reader

= | og Analytics Reader

A. Navigate to Subscriptions in the main Azure service menu by searching “Subscriptions”

_ Microsoft Azure £ subscriptions|

. Services
Azure servic

Subscriptions
—|— E Event Grid Subscriptions

4
Create a ['4] Resource groups

resource G Manage subscriptions in the Billing/Account Center

Resources

Figure 8
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https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#storage-blob-data-reader
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#log-analytics-reader
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B. Select the subscription(s) Expel will monitor. This step is a requirement or Expel will not be able to poll any
logs. Repeat steps below for each subscription

Home >

Subscriptions  #

Expel Lab

= Add

View list of subscriptions for which you have role-based access control (RBAC) permissions to manage Azure resources. To view subscriptions for which you have billing access, click here
Showing subscriptions in Expel Lab directory. Don't see a subscription? Switch directories

My role @ Status (D

‘ 8 selected

Showing 2 of 2 subscriptions Show only subscriptions selected in the global subscriptions filter (@

~ ‘ ‘ 3 selected

‘ J Search
Subscription name T Subscription ID Ty My role T
& Detection & Response Attack Simulation Reader
J Device Integrations Owner
Figure 9

C. Add the below roles by clicking Access Control (IAM) > +Add > Add role assignment, assigning
access to Azure AD user, group or application, and selecting the Expel Cloud Service or Expel
Azure Integration app created earlier and expel_analyst@expel.io. Required roles:

a. Log Analytics Reader

b. Storage Blob Data Reader

PR Device Integrations | Access control (IAM)

Subscription

|/D Search (Cmd+/) | « = Add + Download role assignments Edit eolumns f‘_:' Refresh X Remove 7 Got feedback?
€ Overview Add role assignment
nts Roles Deny assignments Classic administrators

Activity log Add co-administrator

o, Access control (IAM) p Add custom role

¢ Tags View my level of access to this resource. Grant access to this resource
P Diagnose and solve problems m Grant access to resources by assigning a role.
© Security Check access
Review the level of access a user, group, service principal, or
Cost Management managed identity has to this resource. Learn more

. | Find (D Add role assignments Learn more ]
S0 Cost analysis =

[ t1ser araun ar serviee arincinal

Figure 10

Step 4 — Enable Azure Resource Logs

The Expel Azure Integration monitors alerts and logs across a variety of Azure resources. Some of these alerts
and logs are accessible by default but some must be enabled in order for Expel to monitor that particular
resource. The following Azure resources require user configuration in order to be monitored. Note that not all
Azure deployments will utilize these resources and enabling logging within the resources will only widen Expel’'s

default monitoring capabilities for Azure.
:
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Step 4 — Part 1: Enable Azure Storage Logs

Azure Storage logs give Expel context around Azure user activity to help us to determine whether that activity is
malicious. Access to each storage account helps Expel provide better service but is not required. If you're unsure
of whether to enable logging for storage accounts, work with your Expel Engagement Manager to help determine
what approach is best for you.

A. Navigate to the Storage Account view within the Azure portal. The following steps will need to be done for
each Storage Account:

B. Select Diagnostics settings (classic) menu

MOMITORING [CLASSIC)
) Alerts (classic)

fli1 Metrics (classic)

B! Diagnostic settings (classic)

fiil Usage (classic)

Figure 11

C. Turn Status to On if not already set. Ensure each operation is checked under Logging section for each
tab: Blob, File, Queue, and Table properties

HEE% XK Discard

Statuz @

B

Blob properties  File properties  Table properties  Queue properties

Hour metrics

Enable
Include APl metrics
Delete data

after o days
Minute metrics

Enable
Include APl metrics
Delete data

after o days

Logging

Read
Write
Delete
Delete data

after o days

Figure 12
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https://login.microsoftonline.com/organizations/oauth2/v2.0/authorize?client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&response_type=code%20id_token&scope=https%3A%2F%2Fmanagement.core.windows.net%2F%2Fuser_impersonation%20openid%20email%20profile&state=OpenIdConnect.AuthenticationProperties%3Do2ZzyqSzx59FtPd1I3yz0-2Nh22cUU1HO3UKfGXl3BAvHWnLAyHhjxTvw_6Y8u4d9k-cSIECRSUXMSKNDrQTcw-mYzmJW6Rm9UNK07PshqbGBNJ_UQa5699WQHLiRq8c91EHlG_UelQrbaWNvxdocqpHNEzksTygwBMZ7gPkj0mWyLiQFLLJeLbujKg8MFydp5nn3A-dJNnOmc9bM1uMzZnmUznj5CqSjNd54CZsM9VHY9yr_bNlWiaozcZ40AOpEt3ZlWUbG-hQmXcgXU_yMU5gvfLEYXh---8LIqmCKXe0JrgUDy-OGq3uwpFjz3zegEMxrXQ_FWLrmUAit0jdHYaNIbjzug_DT0Ul3BH5_xesPSdkcyB4Q-hfbKNh1pgKxURMrRlECwqBcdsUEC-gnQ&response_mode=form_post&nonce=637459961584603009.MjhkNzcyYjAtNzg0OC00MTQ4LWFmOWYtYjMxMGExYWVlMTdkOWMxNzYxMTQtN2NmYy00Y2QxLWE1NGUtOTM1OTk2NjM5M2Zj&redirect_uri=https%3A%2F%2Fportal.azure.com%2Fsignin%2Findex%2F&site_id=501430&client-request-id=e86df537-e37a-4631-ad31-ac65a7a51b72&x-client-SKU=ID_NET45&x-client-ver=5.3.0.0
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D. Cli

ck Save

E. Some storage accounts may have Network Access Control Lists (ACLs) set that limit what IP addresses
may access those accounts. Azure provides a way to allow for logs to be read from these types of
accounts without having to enable access or modify existing Network ACLs. Click Firewalls and virtual
networks from the menu

Settings

Access keys

Geo-replication

CORS

Configuration

Encryption

Shared access signature
Firewalls and virtual networks
Security

Properties

Locks

Figure 13

F. If Allow access from is set to Selected networks, check the Allow read access to storage logging from
any network to allow access to logs (Note: the access to these logs is still managed via RBAC roles)

B
v

Search (Cmd+/) ‘ «

Data transfer

Storage Explorer (preview)

Settings

T Access keys

save X Discard () Refresh

o Firewall settings allowing access to storage services will remain in effect for up to a minute after savi

Allow access from
O All networks @ Selected networks

@ Geo-replication @ Configure network security for your storage accounts. Learn more '
@& CORs Virtual networks
» Secure your storage account with virtual networks. ~ + Add existing virtual network ~ + Add new
& Configuration
Virtual Network Subnet Address range H
& Encryption
No network selected.
@ Shared access signature
“g Firewalls and virtual networks Firewall
O security Add IP ranges to allow access from the internet or your on-premises networks. Learn more.
url
[ Add your client IP address ('47.133.8.49) ©
: | Properties
Address range
E| Locks
I IP address or CIDR
Blob service
Exceptions
= tail . N .
Containers Allow trusted Microsoft services to access this storage account ©
B Custom domain | Allow read access to storage logging from any network
. D Allow read access to storage metrics from any network
G’ Data protection
& Azure CDN Network Routing
& Add Azure Search Determine how you would like to route your traffic as it travels from its source to an Azure endpoin{
A ure Searc|
Routing preference ®
. . Microsoft network routing Internet routing
File service
. @ The current combination of storage account kind, performance, replication, and location does ng|
& File shares
Figure 14
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G. Repeat Steps B - F for every storage account

Step 5 — Configure Azure in Workbench

Now that we have all the correct access configured and have noted the credentials, we can integrate Azure with
Expel.

A. In anew browser tab, log into https://workbench.expel.io

B. On the console page, navigate to Settings > Security Devices
At the top right of the page, select +Add Security Device

Search for and select Azure (direct)

O O O

Complete all fields using the credentials and information you collected in Step 2A or Step 2B

Add Security Device X

Q azure X All vendors v

A\ Azure A Azure @ Azure (direct)

View Azure (direct) setup guide

A\Azure

Expel Cloud Service v
A AZU re Name Location
/A&ZAHE% CONNECTION SETTINGS
Directory (tenant) ID Application (client) ID
6 Sentinel
Application (client) secret Show Use storage account contributor role (y/N)

CONSOLE LOGIN (OPTIONAL)

Console URL

Username Password Show

CanCEI

Figure 15
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https://workbench.expel.io/auth/login?orig=%2F
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Field Name What to put in it

SIEM Select the name of a previously onboarded Expel Cloud device from the
dropdown

Name What you want to name the security device

Location Microsoft Cloud

Directory (tenant) ID Azure AD Directory/Tenant ID

Application (client) ID The Azure Application (Client) ID that we saved in Step 2, Option 2, letter F
(Option 2 only)

Application (client) The Client Secret that we saved in Step 2, Option 2, letter P
Secret (Option 2 only)
Use storage account Leave this blank or enter “N” if you provided the Log Analytics Reader and
contributor role (y/N) Storage Blob Data Reader roles in Step 3, letter C
Figure 16

E. Select Finish

F. After a few minutes, refresh the Security Devices page and you should see your device status reporting
as Healthy, or if there is an issue, it will provide more details of what the issue may be

Azure Test Cloud A The Azure AD
application has not been
assigned RBAC roles within
any subscriptions.
Unhealthy since 2020-12-
09T17:37:46Z (1 sec ago)

Figure 17

G. To check and see if alerts are coming through, navigate to Alerts on the console page; click the icon in
the upper right to switch to grid view, then check the list for Azure alerts

That’s it! Give yourself a pat on the back — you’re done!

If you have any issues, concerns, questions or feedback,
please don'’t hesitate to contact Expel at devicehealth@expel.io.

.
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