
www.expel.io

 Office 365 Direct 
getting started 

guide
Version 2.0

April 30, 2020



www.expel.io2

Contents

Overview. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  3

Step 1 — Prerequisites . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  3

Enable Office 365 audit logging. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  3

Option 1: Enable audit logging in Office 365 Security and  
Compliance Center in 5 easy steps!. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  3

Option 2: Enable audit logging in Office 365 with  
PowerShell in 3 easy steps! . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  5

Step 2 — Enable O365 Enterprise Application. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  6

Option 1: Enable Office 365 integration (preferred) . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  6

Option 2: Create Custom Azure AD Application. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  7

Step 3 — Configure Office 365 Direct in Expel Workbench. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 14

Step 4 — Configure Azure AD Identity Protection in Expel Workbench  
(Premium P2 license required) . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 15



www.expel.io3

Overview

This document will provide prerequisites and onboarding steps for Office 365 Direct.

Step 1 — Prerequisites 

Enable Office 365 audit logging
The Office 365 audit log records user and admin activity and retains the data for 90 days. Audit logging is not 
enabled by default in Office 365 deployments. Enabling audit logging is a hard requirement for Expel to 
provide detection and investigative value for Office 365. Note: If PowerShell is preferred, please skip over to 
section “Step1 — Option 2: Enable Audit Logging in Office 365 with PowerShell in 3 easy steps!”

Option 1: Enable audit logging in Office 365 Security and Compliance Center in 5 easy steps!

A.	 Log to the Office 365 Admin Portal with a global admin user (or at minimum a user with the 
Organization Management or Compliance Management roles)

B.	 Navigate to the Security & Compliance Center (see Figure 1)

Figure 1

https://protection.office.com/homepage
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C.	 Navigate to Search & investigation > Audit log search (Figure 2)

Figure 2
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D.	 Click Start recording user and admin activities (Figure 3)

Figure 3

E.	 That’s it! Office 365 will make some changes behind the scenes and begin recording activity in the 
audit log. Note: This change can take ~ 24 hours to complete

Option 2: Enable audit logging in Office 365 with PowerShell in 3 easy steps!

A.	 Connect to Exchange Online PowerShell

B.	 Run the following PowerShell command to turn on audit log search in Office 365 (Figure 4)

Figure 4

C.	 That’s it! A message will be displayed saying it might take up to 60 minutes for the change to take 
effect

Reference: Microsoft: Turn Office 365 audit log search on or off

https://docs.microsoft.com/en-us/powershell/exchange/connect-to-exchange-online-powershell?view=exchange-ps
https://docs.microsoft.com/en-us/microsoft-365/compliance/turn-audit-log-search-on-or-off?view=o365-worldwide
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Step 2 — Enable O365 Enterprise Application

In order to integrate O365 Direct with Expel, we need to create secure credentials to the API. There are two 
options presented below for enabling API access:

	■ Option 1: Enable the Expel Office 365 Integration Enterprise Application within Azure

	■ Option 2: Create a custom Azure Active Directory (AD) Application

In most cases enabling the Enterprise Application (option 1) is the recommended approach. The second option is 
offered for cases where the absolute minimum permissions are required. In either case, the table (Figure 5) below 
presents the required items that should be obtained during this step:

Item we need Description

Azure Directory (tenant) ID This is a unique identifier for your Azure instance. Expel needs this 
information to route our API requests to the right place.

Application (client) ID (Option 2 only) This is a unique identifier for the application you will create that 
grants Expel the access it needs to your O365 instance.

Application (client) Secret (Option 2 only) This is the API secret that allows Expel to authenticate as the 
created application to your O365 instance.

Figure 5

Option 1: Enable Office 365 integration (preferred) 
A.	 As an Administrator, navigate to Expel’s Admin Consent Page

B.	 Review and accept requested permissions

C.	 The Expel Office 365 Integration app should now show up under Enterprise Applications. Review 
properties and ensure that all permissions were properly granted

D.	 Note the Directory (Tenant) ID when viewing the Expel Office 365 Integration application for use in 
later steps

https://login.microsoftonline.com/common/oauth2/authorize?prompt=consent&client_id=aab70197-ea32-4faa-a661-65c867ff65b0&response_type=code&sso_reload=true
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Option 2: Create Custom Azure AD Application
A.	 Log into your Azure Active directory account (https://portal.azure.com) and open Azure Active 

Directory (Figure 6)

Figure 6

B.	 Navigate to App registrations and create a new app by clicking + New registration (Figure 7)

Figure 7

https://portal.azure.com
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C.	 Fill in the application details. You can technically fill these in however you want, but we recommend the 
following: (see Figure 8) 
 
Name: Expel Cloud Service 
Supported account types: Accounts in this organizational directory only (first option) 

Figure 8

D.	 Once you’ve filled out the fields, click Register to create the new application

E.	 You should be navigated automatically to the settings page for the Expel Cloud Service app you just 
created. If not, navigate to Azure Active Directory > App Registrations > View all applications (if you 
don’t see the new app) > Expel Cloud Service

F.	 Make a note of the Application (Client) ID and the Directory (Tenant) ID, which will be needed later 
(See Figure 9)
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Figure 9

G.	 Navigate to API permissions and click on Add a permission (see Figure 10)

Figure 10

H.	 The below permissions need to be added for the Expel App. Directions for adding these are in Steps I-K

a.	 Microsoft Graph API
i.	 AuditLog.Read.All
ii.	 User.Read.All
iii.	 Group.Read.All
iv.	 IdentifyRiskEvent.Read.All 
v.	 SecurityEvents.Read.All 
vi.	 Directory.Read.All 

b.	 Azure Active Directory Graph
i.	 Directory.Read.All
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c.	 Office 365 Management APIs
i.	 ActivityFeed.Read
ii.	 ActivityFeed.ReadDIp
iii.	 ActivityReports.Read (select both)
iv.	 ServiceHealth.Read
v.	 ThreatIntelligence.Read (select both)

I.	 Select the appropriate API Category (for example, Microsoft Graph — See Figure 11)

Figure 11
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J.	 Then select Application Permissions (see Figure 12)

Figure 12

K.	 Select the appropriate permission(s) and click Add Permissions (see Figure 13)

Figure 13

L.	 Repeat Steps I-K for each permission needed (as listed in Step H). Verify that:

a.	 All permissions have been added as Application permissions and NOT Delegated Permissions

b.	 All Permissions have been assigned

c.	 Consent has been granted for the permissions by the AAD admin

M.	 Once permissions have been assigned, click Grant admin consent and Yes on the confirmation 
popup (see Figure 14)
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Figure 14

N.	 Navigate to Expel Cloud Service>Certificates & secrets to begin creating an API key (aka client 
secret). To create a new key, click on +New client secret (see Figure 15)

Figure 15
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O.	 Add a description for the secret (like ExpelAPI) and select Never for expiration. Click Add to create 
the secret (see Figure 16)

Figure 16

P.	 You will see a new client secret (API Key) appear under Client secrets. Copy the value and save it for 
later. It will disappear when you navigate away from this screen (see Figure 17)

Figure 17

Q.	 That’s it! Now you’re ready to onboard Office 365 with Expel!
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Step 3 — Configure Office 365 Direct in Expel Workbench

Now that we have all the correct access configured and have noted the credentials, we can integrate Office 365 
Direct with Expel Workbench. 

A.	 In a new browser tab, log into https://workbench.expel.io

B.	 On the console page, navigate to Settings and click Security Devices

C.	 At the top right of the page, select Add Security Device (Figure 18)

Figure 18

D.	 Search for and select Office 365 (direct)

E.	 Refer to the table in Figure 20 to complete the fields in Figure 19

Figure 19

https://workbench.expel.io
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Field Name What to put in it

SIEM Select the name of a previously onboarded Expel Cloud device from the drop 
down

Name What you want to name the security device

Location Microsoft Cloud

Tenant ID Azure Directory (tenant) ID from Step 2, Letter D (Option 1) or Step 2, Letter F 
(Option 2)

Client ID (Option 2 
only)

The Azure Application (client) ID that we saved in Step 2, Option 2, Letter F

Client Secret (Option 
2 only)

The Application (client) Secret that we saved in Step 2, Option 2, Letter P

Figure 20

F.	 Select Save

G.	 After a few minutes, refresh the Security Devices page and you should see your device status 
reporting as Healthy, or if there is an issue, it will provide more details of what the issue may be

H.	 To check and see if alerts are coming through, navigate to Alerts on the console page. Click the icon 
in the upper right to switch to grid view, then check the list for Office 365 Direct alerts

Step 4 — Configure Azure AD Identity Protection in Expel 
Workbench (Premium P2 license required) 

Now that we have all the correct access configured and have noted the credentials, we can integrate Azure AD 
Identity Protection with Expel Workbench. 

A.	 In a new browser tab, login to https://workbench.expel.io

B.	 On the console page, navigate to Settings and click Security Devices

C.	 At the top right of the page, select Add Security Device (Figure 18, above)

D.	 Search for and select Azure AD Identity Protection

E.	 Refer to the table in Figure 20 to complete the fields in Figure 21

https://workbench.expel.io
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Figure 21

F.	 Select Save

G.	 After a few minutes, refresh the Security Devices page and you should see your device status 
reporting as Healthy, or if there is an issue, it will provide more details of what the issue may be

H.	 To check and see if alerts are coming through, navigate to Alerts on the console page. Click the icon 
in the upper right to switch to grid view, then check the list for Azure AD Identity Protection alerts

That’s it! Give yourself a pat on the back — you’re done!
If you have any issues, concerns, questions or feedback,  

please don’t hesitate to contact Expel at devicehealth@expel.io. 
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